Activity: Developing Vulnerability Statements
and Assigning Vulnerability Severity Scores

Goal of this Activity

In this activity, you will identify potential
vulnerabilities that your power sector may
face from possible threats, form vulner-
ability statements, and assign a severity
score to each.

Introduction

The output of this activity will provide a
foundation for understanding the vulnera-
bilities that your power sector may face at
different planning scales of concern, such
as city, national, or regional/multinational.

Exercise 1: Developing
Vulnerability Statements

Use the table below to identify the
vulnerabilities associated with the top
five threats identified in prior activities.
The vulnerability statement answers the
“why” question or “why might this threat
impact the power sector?” For each of
the threats and associated impacts in the
table below, begin by asking the question,
“why does this threat impact the power
sector?”Reaching the final vulnerability of
the power sector may require asking this
question multiple times. The vulnerability
statement should not propose a solu-
tion—instead, it offers an objective state-
ment of what makes the power system
vulnerable. Developing these statements
likely requires discussions with colleagues
because there is no simple formula.
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Key Terms

Before identifying vulnerabilities, it is helpful to clarify a few key terms in
relation to power sector resilience.

Vulnerabilities—weaknesses within infrastructure, processes, and systems,
or the degree of susceptibility to various threats. Different measures can be
taken to reduce vulnerability or improve adaptive capacity to threats to the
power sector. Vulnerabilities are typically identified through stakeholder
interviews, technical analyses, and/or literature reviews'.

Threats—anything that can expose a vulnerability and damage, destroy,

or disrupt the power system. Threats can be natural, human caused, or
technological. Threats are not typically within the power system operator’s
control. They can include wildfires, hurricanes, storm surges, and cyberattacks.
For additional information on threats, refer to the Threats section of this
guidebook’.

Impacts—the extent to which a threat affects power sector infrastructure and
processes (e.g., a typhoon causes wind damage to transmission lines which
disrupts power to customers for a specific duration).



Al
éfym S1eaiyy
—
Aum vieaiyl
—
Aum €1eaayy
—
éfym zieaiyy
Al
éfym L 1eaiyy
"abpino yamod b 0} buippa|
‘sajod uoissiwsup.y buibbwipp ay1s bujuiybiy b Jo pooylaXi| 3yl SaSDidul ¢ 2bp1no samod ayuis buiuaybr
wnipa Juawdinba uoINQLISIP pUD UOISSILUSUDI] UO UoiIda104d Buiulybij jo 3oD ; ‘sajod pabpuup, ajdwex:
1Paw dinba uoinquisip pup uolss| na104d bujunybl jo 01 | AYM jod pabowibg idwex3
$9101G AJIBAD sjuswialels Ayjiqessun sypedw sjeal
S fyuanas S Ajiqessuinp dwy uL

Wa1SAS bULIODS SIY1 104 SPJOYSa4y1 a43 JO UOALISIP D 10J UOIIDIS SaIN|IQDIaUIN 01 9pIND a4l 01 13J3Y
mo7 | wnipap-moq | wnipa | ybiH-wnipay | ybiH

:MOJ2q P31SI| SA|IGRIDUINA SAY 943 JO DB O} $2102S BUIMO||0} 33 JO dUO UBISSY
'3 P|N02 AM|IGRIDUINA SIY} JO 2INSOAXD DU DI1BWS|OId MOY UO paseq 21025 A1ISASS B JUSUIR1LIS AM|ICeIoUlNA UYDeS UBISSe ‘U0IDaS SajjIqpiaulny 01 9pinD SU3 Ul QUSSP
S\ 21005 A1119A3S B UBISSe pue 101035 Jamod 2y UO AL|IGRISUINA UDBS JO A1LISASS DU SS3SSe UBD aM ‘MOJDq 3|} 943 Ul SIUSWS1eIS AL[IGRISUINA SAY [[e Bulyep Jayy

$9400G A39AS AM|IgRISUINA *Z 3S1D19XT

2

Power Sector Resilience Planning Guidebook



